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= OOW (Oracle Open World 2013) THigE=NEAR> b

RAC Attack 12c (operation Ninja)

Where? OTN Lounge, the lobby of Moscone South
When? Tuesday / Wednesday 24/25th Sep, 10am — 2pm

10 RAC Attack Ninjas will help you to:

— Install Oracle 12c RAC on your laptop to have a training
hands on environment

— Answers Oracle 12c RAC related questions

— Don’t have powerful laptop?
* Install Oracle 12c Single Node instance
— Don’t have much time?
* Ninjas will explain how to install it at home
— Come along and network with community experts

suggested laptop’s configuration: 8G RAM, 50G free HDD space
target setup: Oracle Virtual Box, Oracle Linux, Oracle 12c database
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VirtualBox VirtualBox
Oracle Linux Oracle Linux
DNS
Oracle DB NIC3 NIC3 Oracle DB
(racl) (rac2)
NIC2 <——> NIC2
Oracle ASM Oracle ASM
(+ASM1) NIC1 NIC1 (+ASM2)
\
Oracle Grid
VirtualBox

$hared Strage

Windows 8 (Mem8G)

J—Fkr J—R4 G IP7RLA
nodel |nodel NS 192.168.78.51
nodel |nodel-vip 138 192.168.78.61
nodel |nodel-priv T3AR-h 172.16.100.51
node2 |node2 INTUws 192.168.78.52
node2 |node2-vip 138 192.168.78.62
node2 [node2-priv TANR—-k 172.16.100.52

- node2-priv SCAN 192.168.78.101
WEBIRAT 1 77

- 12c database install 1/2(V38500-01_10f2.zip)
- 12c database install 2/2(V38500-01_20f2.zip)
- 12c grid install 1/2(V38501-01_10f2.zip)

- 12c grid install 2/2(V38501-01_20f2.zip)

- Oracle Linux 6.4 (V37084-01.is0)
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m VirtualBox CTOERT#E(@
- Host-Only Ethnet AdapterdiBfil (5" X hTl&publicry 8D —20& U THIF)
- USB(EEZN1E
- NIC 31‘&@%3‘5;&“@
- HBET A )ILF DIETE
- AR I\—)I/><5”->r 7EI I RUTHL

mOS1> X b—JL (nodel)
 HEARN(C(EFZT T A)L BEEETOK
- basic serverCGUIZARE (vncTHRE)

mOS1 > A h—)LEIEE
IPTables 3L

# service iptables stop

# chkconfig iptables off
# chkconfig --list iptables

m SELinux ER1tL
# vi /etc/selinux/config
SELINUX=disabled

mEF/ v o—2A4A 2 A =)
# yum install oracle-rdbms-server-12cR1-preinstall

mENM/N YT —A0 > X =)L
# yum install tigervnc-server.x86_64 xclock man kernel-uek-devel-$(uname -r) parted.x86_64 unzip.x86_64 ¥
xterm Isof dnsmasq xorg-x11-twm
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m Ry ND—DUERE [ 1. VirtualBoxCOEATER ]
# vi /etc/hosts

# added for Oracle 12cR1 @

# Public network [ ]
192.168.78.51 nodel nodel.localdomain

192.168.78.52 node2 node2.localdomain @

# VIP network | awmroumE
192.168.78.61 nodel-vip nodel-vip.localdomain @

192.168.78.62 node2-vip node2-vip.localdomain

# Private network @
172.16.100.51 nodel-priv nodel-priv.localdomain

172.16.100.52 node2-priv node2-priv.localdomain [ 5.RACA YAl ]
# SCAN @
192.168.78.101 node-scan node-scan.localdomain [ 6.5 — 59— AHER ]
B dnsmasq

# service network restart
# service dnsmasq start
# chkconfig dnsmasq on

m DNSHRIFRRIERR
# nslookup nodel
# nslookup node2
# nslookup nodel-vip
# nslookup nodel-priv
# nslookup node-scan
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lntp'U‘ EXT7>A>A =)L [ 1. VirtualBox THERIHER ]
# yum remove -y ntp

m configure the Linux kernel to support Oracle 12cR1. [
# vi /etc/pam.d/login

# added for Oracle 12cR1 @

session required pam_limits.so [

# vi /etc/security/limits.conf @
# added for Oracle 12cR1
oracle  soft nproc 2047 | acridab-u(asm) |

oracle hard nproc 16384
oracle soft nofile 1024

oracle hard nofile 65536 [ sracezb |

oracle soft stack 10240
oracle hard stack 10240

moracle1—HY—&E (77hHD> MMIBEF)
# passwd oracle

# usermod -G oinstall,dba,vboxsf oracle
# id oracle

B> A M=)LT o LT NUYERK

# mkdir -p /u01/app

# chown oracle:oinstall /u01/app
# shutdown -h now
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m HET AODEN S
XVirtualBox K DHEFT 1 AU DETEE. OSEESH) [ . VirtualBox COS3Ai F]

¢

REBET A RXTOTA -V b
# Is -1 /dev/sd* [ 2 LinuxA Y& k=l ]
# fdisk /dev/sdb
# fdisk /dev/sdc
# fdisk /dev/sdd [
# fdisk /dev/sde

CH <

mudev)L—)UERRDIZSODS TIL RO U NET

R

4.Grid4 A —JL(ASM) ]

# vi~/z

o <

cmd="/sbin/scsi_id -g -u -d"

for disk in sdb sdc sdd sde ; do [ 5.RACAVZ 1L ]
cat <<EOF >> /etc/udev/rules.d/99-oracle-asmdevices.rules

KERNEL=="sd?1", BUS=="scsi", PROGRAM=="$cmd /dev/¥$parent”, ¥ @

RESULT==""$cmd /dev/$disk ", NAME="asm-disk$i", OWNER="oracle", GROUP="dba", MODE="0660"

EOF [ 6.7 —AN—AERk ]
iI=$(($i+1))

done

# sh z

X C 1 C/etc/udev/rules.d/99-oracle- asmdewces rulesh"E5nN s

KERNEL=="sd?1", BUS=="scsi", P - + - 16dab4e3-1db12946", NAME="asm-disk1", OWNER="oracle", GROUP="dba", MODE="0660"

KERNEL=="sd?1", BUS=="scsi", P - + - d2e5c0fa-ea257906", NAME="asm-disk2", OWNER="oracle", GROUP="dba", MODE="0660"

KERNEL=="sd?1", BUS=="scsi", P - -+ - 33e1e448-f8083aad", NAME="asm-disk3", OWNER="oracle", GROUP="dba", MODE="0660"

KERNEL=="sd?1", BUS=="scsi", P - + + 179e6320-32b43218", NAME="asm-disk4", OWNER="oracle", GROUP="dba", MODE="0660"
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m udeVvAEsS [ 1. VirtuaiBoxcoFis |
# /sbin/partprobe /dev/sdbl /dev/sdcl /dev/sddl /dev/sdel
# /sbin/udevadm test /block/sdb/sdb1

# /sbin/udevadm test /block/sdc/sdcl

# /sbin/udevadm test /block/sdd/sdd1 [ 2.Linux{>Ah—b ]

# /sbin/udevadm test /block/sde/sdel

¢

# /sbin/udevadm control --reload-rules [
# /sbin/start_udev

# Is -| /dev/asm*
# [ 4.Grid-(>AP—JL(ASM) ]

mnodelZz1E— U Tnode2Z/ERk 9 D @
1)Media Managerd&k Dnodeld+ X —=T 7 A )L%&JE — Lnode2D - A —ZZ/ER [ 5.RACAYAL—JL ]

2)VirtualBox COERIERE(Fnodel ERAUEHY. nodel TR UIEHBA ML —2% 7 /N4 XISEBMULTH
3)node2ZiCEfE. rootcOT 1> LRy hD—2%Znode2ABICFETE T D (system-config-network, DNSH—/\—(EnodelDFEFT)
4T =FH=HIBR (HWADDRY2UUID/ZRE) [
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mGrid1>> X =)L

- EARIC(FT T AL FTOK
- SCAN Nameld. hostsiCigit LTL\D [node-scan] ZI87E
+ SSH DFKTE(IMNEY > —REIEB(TEF(CRDODTWNET !
 ISAHDE1T (% TASM] ZIETE [ admutzion
- OS ASM group(Z ldbal %#3iEFE
- ASMDF « R0 —TTIIEE%Z 9488 (External)l Z=I8E

[ 1. VirtualBoxTOEHIESE ]

¢

&

K2
fit

‘ ) BT
masmcazxFIFA LU CFRARRDT « X 00)L— T Z={ERk [ i _

mRAC (Oracle Database) 1> X k=)L [
- BEAIC(Em ) — RERX TOWBIREETRACD 1 > A h— )l/_COK

- A AM=I)L71 L2 KUE (ORACLE_HOME) (JEEIEE

+ OSOPERIZT S > TEOK [

- rOot TEITI DS T/)LZM /) — RTEN

RO

m DBCATDBMDIEBER
 CCETNE BE—E | [ ]
- BND $H X T8 < DBESE ST T 4)L R TOK
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= RAC Attack Lab Handbook

http://en.wikibooks.org/wiki/RAC Attack - Oracle Cluster Database at Home
RACAttack Ninjai@%f:%b“it&bfb\éWiki (@bllg/\‘—X@’l‘%ﬁD“%’?b\)

= Kamranagayev.com

http://kamranagayev.com/
87T UT=0racle Ace DirectorddKamran® 2 0% RACAttack DEFAF 31— KU I7)LEB D (12cHH )

= ORACLE-BASE

http://www.oracle-base.com/
BOEETEED1A > A M-ILFIEENZEH D
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